User Guides for Global OpenNet (GO) Setup for Windows 8

Installing Citrix for Windows 8

Steps | Screen

1) Go to receiver.citrix.com.

2) Click on Download Receiver
for Windows.

3) When you click Download
Receiver, the browser may
prompt you to save the file. If
so click Save File.

4) Once the download appears,
click on the download in order
to start the installation.

[ www.citrix.com/go/receiver.htmr

CiTRIX

Receiver

Access apps and desktops on any device

Citrix Receiver is the easy-to-install client software that provides access to your XenDesktop and XenApp
installations. With this free download you can access applications, desktops and data easily and securely from
any device, including smartphones, tablets, PCs and Macs.

Download Receiver 4.2 for Windows

E)penin_g CitrixReceiver.

You have chosen to open:
[=7 CitrixReceiver.exe
which is: Binary File (56.8 MB)
from: http://downloadplugins.citrix.com

Would you like to save this file?

Thank you for downloading
Citrix Receiver

About Installing Citrix Receiver

1 CitriReceiver (3).exe i |

5) If a User Access Control
window prompts you to
continue, click Run or Yes.

=

Open File - Security Warning

Do you want to run this file?

@ Name: Ci\Users\tranch\Downloads\CitrixReceiver.exe
Publisher: Citrix Systems, Inc,
Type: Application
From:  Ch\Users\tranch\Downloads\CitrixReceiver.exe

i ] While files from the Intemet can be useful, this file type can
i 8 potentially ham your computer. Only run software from publishers
= you trust. What's the risk?
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6) Click Next.

Welcome to Citrix Receiver Setup

y ) Click Next to setup Citrix Receiver on your
computer.

Citrix Receiver

7) Check the box to | accept the
License Agreement. Then
click Install.

License Agreement

You must accept the license agreement below to proceed

(CITRIX LICENSE AGREEMENT

Use of this Citrix Receiver software is subject to the Citrix license
covering the specific edition of the Citrix product with which you will be
using this software. Your use of Citrix Receiver is limited to use on the
devices for which it was created for ion to the Citrix product(s). If
your device is connected to the Intemet, Citrix Receiver may, without
additional notice, check for Citrix Receiver updates that are available for
download and installation to your device and let you know of their
availability. Only non-p ily identifiable information is transmitted
'when this happens, except to the extent that IP addresses may be v

( Install D Cancel |

accept the license agreement

8) Click Finish.

CitrixReceiver™

¢ Installed successfully!

If you received instructions to set up Receiver with your email or
a server address, click Add Account.

Restart your computer to ensure that the program has successfully been installed.
You have successfully installed Citrix.
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Installing Java for Windows 8

1) Gotojava.com

&) java.com: Java + You
and click on Free € = ¢ [ wwwjavacom/en/ =
Java Download. M

= + Download  Help
JAVA+YOU,
DOWNLOAD i
¥
Free Java Download
» Whatis Java? » Dolhave Java? » Need Help?
About Java
e = _ 1 :
é;]avaOne‘ (Q i.'\\Qﬁ..‘ice 1) ﬂ w
Greenfoot BlUEl
Java Developer Java + Alice Java + Greenfoot Java + BlueJ Oracle Academy Java Magazine i
Conference
|%)| Download Java for Windc X
Start Free - - = —
€ - C | [) wwwjava.com/en/download/win8.jsp
Download.

Download  Help

il Uil Download Java for Windows
» Whatis Java?
» Remove Older Versions
» Disable Java

Recommended Version 8 Update 40 (filesize: 547 KB)

# Eror Messages A, Downloading and installing Java will only work in Desktop mode on Win
» TroublesnogtJava 8.1. See the Java on Windows 8 FAQ for more detailed information.
» Other Help

Offline Installation

Trouble downloading?
Try the offline installer

Agree and Start Free
Download

By downloading Java you acknowledge that you have rei
accepted the terms of the end user license agreeme

When your Java installation completes, you may need to restart your |
windows and re-open) to enable the Java installation.

» Installation Instructions
» System Requirements

Not the right operating system? See all Java downloads.

Java software for vour comoputer. or the Java Runtime Environment. is also refe|
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3) Click on the
downloaded file
to launch the
installation.

» Disable Java

» Error Messages

» Troubleshoot Java
» Other Help

Offline Installation

Trouble downloading?
Try the offline installer

| %] chromeinstall-8ud0.exe 'I

4, Downloading and installing Java will only work in Desktop mode on
8.1. See the Java on Windows 8 FAQ for more detailed information.

Agree and Start Free
Download

B

By d loading Java you ge that you hav¢
accepted the terms of the end user license aare¢

a When your Java installation completes, you may need to restart y¢
windows and re-open) to enable the Java installation.

» Installation Instructions
» System Requirements

Not the right operating system? See all Java downloads

4) |If a User Access
Control window
prompts you to
continue, click
Run or Yes.

File - Security Warning

@ Name:
Publisher:
Type:

From

Do you want o run this file?

Ci\Wsersitranch\Downloads\CitrixReceiver.exe
Citrix Systems, Inc.

Application
CiUsersitranch\Downloads\CitrixReceiver.exe

Cancel

5) The Java Setup-
Welcome page
will appear. Click
Install.

«
= Java

ORACLE

potertially ham your computer. Only run softwars from publishers

@ While files from the Intemet can be useful, this file type can
youtrust. What's the risk?

Welcome to Java

Java provides safe and secure access to the world of amazing Java content.
From business solutions to helpful utilities and entertainment, Java makes your
internet experience come to life.

Note: No personal information is gathered as part of our install process.
Click here for more information on what we do collect.

Click Install to accept the license agreement and install Java now.

[[] change destination folder
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6) Make sure that
the boxes for any
offers to install

. ORACLE
additional
services (such as Offer to Install the Shopping App by Ask
the example « CcC AN
pictu red) are Save big on items from groceries to gadgets with links to coupons and deals! &lso, get easy
UNCHECKED access to search and popular shopping sites. The Shopping &pp by Ask installs on Chrome.
Once unchecked, [SEARCH APPLICATION END USER LICENSE AGREEMENT
click Next. This Search Application End User License Agreement [“Aagreement"’), applies to web search

Iso add the Search Extension by Ask. Set and keep Ask as my default
search provider, browser home page and new tabs page.

By clicking "Next" and installing the Shopping App by sk and the Search Extension by Ask,
your use is subject to the Ask.com Terms and Conditions and Privacy Policy. The Shopping &pp
by Ask and the Search Extension by Ask are products of APN, LLC. De-selecting the checkbox
above declines this optional search offer and proceeds with the rest of the install process.

7) ***If you do see =
this screen, make - e _
sure the Restore

. Restore Java security prompts
Java Security
Prompt IS Some Java security prompts have been hidden when you selected the
‘Don't show this again’ option. You can imprave the security of your
Checked then CIICk personal information by restoring these prompts every 30 days.
NeXt' lf nOtI Sklp :\r?le;iﬂat\on
to Step 8 * kK [7] Restore Java security prompt:

Clvex> )
mot

8) Click Close.

\/ You have successfully installed Java

You will be prompted when Java updates are available. Always install
updates to get the latest performance and security improvements.
More about update settings

When you click close, your browser will be opened so you can verify that
Java is working.

Restart your computer to ensure that the program has successfully been installed.
You have successfully installed Java.
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Configuring Java on Windows 8

Pick Method 1 or Method 2 to access the Java Control Panel

Method 1 Method 2
1) Press Windows logo key + W to open
the Search charm to search settings 1) Drag the Mouse pointer to the Right

bottom corner of the screen
2) Click the dropdown menu and select

Everywhere 2) Click on the Search icon and type: Control
Panel
3) Inthe search box type: Java Control
Panel 3) Click on Control Panel.
4) Click on the Java Control Panel icon to 4) In the Control Panel Search type: Java
open Control Panel

5) Click on the Java Control Panel to open.

1) In the Java Control
Panel, click on the
Security Tab.

Enable Java content in the browser

Security level for applications not on the Exception Site list

() Very High

Only Java applications identified by a certificate from a trusted authority are allowed to run,
and only if the certificate can be verified as not revoked.

(®) High
Java applications identified by a certificate from a trusted authority are allowed to run, even if
the revocation status of the certificate cannot be verified.

Exception Site List
Applications launched from the sites listed below will be allowed to run after the appropriate security

prompts.
https: //*.state.sbu ~

https: //cag.state.gov Edit Site List...
v

Restore Security Prompts ‘ \ Manage Certificates... j

OK \ ' Cancel Apply
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2) On that page, click on
Edit Site List.

Enable Java content in the browser

Security level for applications not on the Exception Site list

() Very High

Only Java applications identified by a certificate from a trusted authority are allowed to run,
and only if the certificate can be verified as not revoked.

(@) High
Java applications identified by a certificate from a trusted authority are allowed to run, even if
the revocation status of the certificate cannot be verified.

Exception Site List
Applications launched from the sites listed below will be allowed to run after the appropriate security
prompts.

https: //*.state.sbu A
https://cag.state.gov < Edit Site List... D
v

Restore Security Prompts i l Manage Certificates... [

OK l ’ Cancel Apply

3) The Exception Site List

will open. Then click
Add. Applications launched from the sites listed below will be allowed to run after the appropriate security
prompts,

Location
https: //*.state.sbu
https: //cag.state.gov

A——

< Add > Remove
g FILE and HTTP protocols are considered a security risk.

We recommend using HTTPS sites where available.

Updated June 2015




User Guides for Global OpenNet (GO) Setup for Windows 8

4) In the field where

the [ is located
type in the following and
click Add

a) https://cag.state.gov
b)https://goive.state.gov

Applications launched from the sites listed below will be allowed to run after the appropriate security

prompts,

Location

(Note: If these links are
entered
correctly, the 1
disappear from those
links.)

will

Click OK.

Applications launched from the sites listed below will be allowed to run after the appropriate security

prompts.

Location

https: //*.state.sbu

https: //cag.state.gov

https://www.example,com/dir] or https: [jwww.example,com/app.htmi

Ul FILE and HTTP protocols are considered a security risk.
We recommend using HTTPS sites where available.

R — ~ =
e

Now your Java has been successfully configured.
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Configuring
Plug-Ins
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Configuring Plug-Ins on Chrome

Steps Screen

1) Open Chrome.
4

Google
Chrome

2) Inthe address bar,

type in the following: || =7 1 S —.

€ 3 chrome//plugins @
chrome://plugins

For quick access, place your bookmarks here on the bookmarks bar, Import bookmarks now.,

and press enter.

3) Locate the Citrix
Receiver Plug in and Plug-ins
Java(TM). Click the
option Always allowed

for both. ol
Widevine Coateat Decryphion Module - Yersen 146N
Erghies Wickting boamses For playback of TR e viden contest, ivtrsiort LA.ST00)

Juith ] Wit ilowed

'.r'i:-‘ll!i‘
Mgy et (i coeection fes

Db K e e

Chronet POF Viewtr
kL Kways alowed

Qoo e o Ui 67

JUTIRE (vl dgpiet omtint, o b papihaider f v i ol sl

Cible (7 Aways alowed wee

4) Next, type: chrome://flags/#enable-npapi in the URL bar
Click the Enable link for the Enable NPAPI configuration option

Click the Relaunch button that now appears at the bottom of the configuration page

For instructions and more information regarding this workaround please go to:
https://java.com/en/download/fag/chrome.xml#npapichrome

You may close the browser now and the settings will be saved.
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Configuring Plug-Ins on Firefox

Steps Screen
1) Open Motzilla Firefox. (,)
Mozilla
Firefox
2) On the upper right
hand corner of the =
browser, click on the
Menu button (It has 3
horizontal lines).
Welcome to Firefox
Commilled o you, your privacy and an open Web.
3) Adrop down menu Ll Ea 3 &=
will appear, select the 1 cut Copy Paste
icon that says Add- - 100% +
Ons. | = B
= O] @
2 2
2
4) On the left side, click € O rreror | shoutaddons
on the tab Plugins. A
list of all of your
plugins will appear. Sz
]
-
4
]
\;/D Services -
5) Locate the pluginJava | = o/, Appearance < TevalTW) Platform SE 7 UT1 101121
(TM) Platform and set . Next Generation Java Plug-in 10.71.2 for Mozilla browsers  More Askto Activate v
the plugin to Always i Plugins Ackto Activate
Activate. lways Activate 3
BN ; Never Activate
(7 Services
6) Repeat this process

for any plugins with
the word Citrix.

You may close the browser now and the settings will be saved.
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Configuring Plug-Ins on Safari

[=)

1) Open the Safari ;
Browser. @

2) Press the Ctrl key ' ' ' ‘ '
& comma (, ) to - A z L R J T Y| I % 0 J
open up the - ; : i
preferences menu o Q [ S ] D F | G H J | K L
on Safari. ’ : : : =
\ > ?
MHEBRIERROE “
J ot J L —
( alt
fn ctrl ~ cmd 36 #  omd
3) Click on the Security (S
Security tab. i) g w @ 7 S To)
Under the Security G!eral Apnce Bo?marks Tabs  RSS Aﬁu Se%ﬂy Pﬁy Eﬂ%ﬂs Aed

Ta b' Ch eCk Ena bl e Fraudulent sites: Warn when visiting a fraudulent website

pIUg'InS' Web contentf Enable plug-ins,

VI Enabre Java
Enable JavaScript
Block pop-up windows

Ask before sending a non-secure form to a secure website

)

Click Done. Your Java and Citrix settings are now configured.
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Configuring Plug-Ins on Internet Explorer

Steps Screen
1) Open s
I =
Internet Explorer )
2) On the upper right N 3 ¢ 1 5 oo s —
hand corner of the "
browser, click on Ti v B v O @ v Pagev Sefe e 7
Tools. A drop down .j T T —
i [ 7~
menu will appear. =1 [ap-up Biorker . | [[General | security [ privacy [ content | connectds | Frograms I
i [Monage Add'ores Default neb browser
Select Internet e @ oo
Optl ons. =) [#] Tel me if Internet Explorer is not the default web browser.
Compatibility View Settings Manage add-ons
. Full Screen AL A% Enable or disable browser add-ons
3) Click on Programs and Toolars ’ et n o e
R Explorer Bars , ecitin
then click on —— . e
Manage Add-Ons e
OneMote Linked Notes
Lync add-on
Send to OneNote
met Opticns j’
4) Once the Manage | Bandoo Media, Inc.
= | DataMngr B
Add-on page |OadS, '___ rently loaded add-ons "’ . 1
make sure that the Currently loaded add-ons
Current/y Loaded Add- Run without permission
: h d " Downloaded controls
ons is changed to A
Add-ons.
5) Locate anything that Mame Publisher Status Load time Maviga
says Citrix (Or Citrix GpecContainer Class Cisco WebEx LLC Enabled
ICA Cilent) . Right click Citrix Systems, Inc.
.. . Citrix ICA Client
on Citrix ICA Client, »
X DigitalPersona, Inc.
and click on Enable. HP ProtectTools Security Mana... Digitalf Columns 009s
Juniper Networks, Inc. Group by
JuniperSetupControlXP Class Junipe Sort by 4
JuniperSetupClientControl Class  Junipe Copy
Microsoft Corporation More information
6) Repeat the same 1, Research Mot Availzble Enabled
process (Right click Oracle Amenica, Inc. .
Javaftm) Plug-In2 55V Helper  Oracle America, Inc. Enabled 0095 019s |~
and Enable) on all
) Java(tm) Plug-In S5V Helper Oracle America, Inc. Enabled 002s
Java (Java Java SE Runtime Environment 8. Oracle America, Inc. Enabled
TM/SE/etc.) Show:
[M\ arld-nnc v] i

Click Close to close out of Manage Add-Ons. Click OK to close out of Internet options.

You may close the browser now and the settings will be saved.
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Disabling
Pop-Ups
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Disabling Pop-Ups for Chrome

1) Open the Google Chrome
browser.

2) On the upper right hand
corner, open the Menu

New tab Ctrl+T
button( = )then
— MNew window Ctrl+N
CIICk MNew incognito window  Ctrl+Shift+N
Settlngs- Bookmarks 3
Recent Tabs 3
Edit Cut Copy Paste
Save page as. Ctrl+5
Find... Ctrl+F
Print... Ctrl+P
Zoom - 100%  + : :
Histary Ctrl+H
Downloads Ctrl+)
‘9, ﬁ
out Google Chrome
Help 3

& I-E Horeteot '

ﬁ"“im A= Exit Ctrl+Shift+Q

S| - | | |
-~

3) Under Settings, scroll

down and click on Show AT R e T e

. = 2> & [ /S setti
Advanced Settings... B

Chrome Settings

History On startup

Extensions —
(@) Open the Mew Tab page
Settings .

) Continue where you left off

(! Open a specific page or ==t of pages, Set pages
About

Appearance
Get themes Reset to default theme
] Show Home button

[l Always show the bookmarks bar

Search

Set which search engine is used when searching from the omnibox.

Google ¥ || Manage search engines...

Users

¥ou are currently the only Goegle Chrome user.

Add new user.. || Delete this user || Import bookmarks and settings...

Default browser

Geoogle Chrome is not currently your default browser.
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4) Under Privacy, click on

Content Settings.

o suns N i - T
F C' | [) chromey//settings
Chrome Settings
Google Chrome is not currently your default browser.
Privacy
Settings

Clear browsing data..

Google Chrome may use web services to improve your browsing experience. You may optionally disable these

services, Learn mare

E=
5) The content settings »
. Content settings
menu will open. Scroll 8 Fun automtically recommended) o
down to Pop-Ups and Gk s play
Block all

click Manage
exceptions...

Manage exceptions...

Disable individual plug-ins...

Pop-ups

Location

Manage exceptions...

In the field
[*.]example.com, enter

Pop-up exceptions

the following and press Cmm = B:H:° .
enter: :
a) https://go.state.gov
b) https://cag.state.gov
c) https://goive.state.gov Learn more
7) The pop-up exceptions Pop-up exceptions x

list should look like this.
Then C|iCk Done. Hostname pattern Behavior

goive state.gov Allow

go.state.gov Allow

cag.state.gov Allow

Allow -

(=)
3

Learn more

Exit out of the menus and browser.
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Disabling Pop-Ups for Firefox

Steps Screen
1) Open the Firefox Browser. (‘)
&
Mozilla
Firefox
2) On the upper right hand e ey

corner of the browser,
click on the Menu button
(It has 3 horizontal lines).

mozillav

Welcome to Firefox

Commilled Lo you, your privacy and an open Weo.

'—-? e s tur 9 20

3) A drop down menu will
appear- select the icon
that says Options.

TE U3 A (=

Cut Copy Paste

- 100% +

New Window  New Private Save Page

Window
a0
a 0 &

w

Print History Full Screen

©

Find Add-ons

| Open options |

Y

Developer

4) On the left hand side, tabs
will appear. Select
Content.

{- &) Firefox | about:pr

B Content
* Applications

oY Privac
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5) While you are in contents, Content
click Exceptions — located

next to Pop-Ups
DRM content

v | Play DEM content earm maore
Pop-ups
v | Block pop-up windows

6) The Allowed Site- Pop Ups Allowed Sites - Pop-ups x

menu will appear.
You can spedfy which websites are allowed to open pop-up windows. Type the
exact address of the site you want to allow and then dick Allow.

In the field Address of Address of webeite
Website, enter the :—_‘ — —
following then click Add:

a)https://go.state.gov
b) https://cag.state.gov Site Status
c) https://goive.state.gov

Remove Site Remove All Sites Close
7) A list of allowed sites Allowed Sites - Pop-ups x
should appear like so. Click
Close You can specify which websites are allowed to open pop-up windows. Type the

exact address of the site you want to allow and then dick Allow.

Address of website:

I |

Site Status
goive.state.gov Allow
cag.go.gov Allow
go.state.gov Allow
Remove Site Remove All Sites Close

Exit out of the Options menu.
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Disabling Pop-Ups for Internet Explorer

Steps

Screen

1) Open up Internet Explorer.

Y-

Ld

2) At the top of browser, click
on Tools. Then click on Pop-
up Blocker. Then click Pop-
up Blocker Settings.

Internet
Explorer
PS5
~ |44 | X |¢a Search State P M

2~ - [ d= v Pagev Safetyf| Tools~ b\v ”
{5 Reopen Last Browsing Session
X
Turn Off Pap-up Blocker 1 Pop-up Blocker eb
I Pop-up Blocker Settings 5
e % Work Offline
B Compatibility Vie
Compatibility View Settings
Full Screen F11
Toolbars 4
Advanced search
Language tools Explorer Bars L
Developer Tools F12

‘ I'm Feeling Lucky B

and events that defined YouTube in 2014

Solutions  +Google  About Google

OneNote Linked Notes
Send to OneMote

Sun Java Console

Internet Options

rivacy - Terms

3) This will open the Pop-Up
Blocker Window.

4) Inthe field that says
Address of websites to
allow, enter the following
then click Add:

a. https://go.state.gov
b. https://cag.state.gov
c. https://goive.state.gov

Pop-up Blocker Settings

Exceptions

Addre:

websites by adding the site to the

Pop-ups are cumently blocked. You can allow pop-ups from specifi

list below.

D]

5) Once completed, a list of
allowed sites should appear
like so. Then, click Close.

i
Pop-up Blucker&ning;_u
Exceptions
Pop-ups are cumently blocked. You can allow pop-ups from specific
E !| websites by adding the site to the list below
Address of website to allow
| Add
Alowed sites
cag.state.gov Remove
go.state.gov
goive state.gov
Motffications and blocking level
Play a sound when a pop-up is blocked.
[#] Show Information Bar when a pop-up is blocked.
Blocking level:
[Medium: Block most automatic pop-ups -
Leam more about Pop-up Blocker (1 ocoe [

6) Close out of the browser.
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** In the event, that you do not have a successful log on to GO using Internet Explorer, please

follow these steps:**

Steps

Screen

1) Open internet explorer. On
the top left hand corner of
the browser, select Tools. A
drop down menu will
appear. Select Compatibility
View Settings.

2) Inthe field that says Address
of websites to allow, enter
the following then click Add:

a. https://go.state.gov
b. https://cag.state.gov
c. https://goive.state.gov

*Note: All of these individual links
will appear under “state.gov” under
Websites you’ve added to
Compatibility View.

New Tab - Wind
2 aboutTabs
File Edit View Favorite elp
i Favorites  © 5 [B BMC Delete Browsing History... Ctrl+-Shift+Del
InPrivate Brows Crl+ Shift+P
25 - [ BMC Remedy (Search et R e
== Diagnose Connection Problems..
Reopen Last Browsing Session
InPrivate Filtering Ctrl+ Shift- F
InPrivate Filtering Settings
Reopen closed tab Pap-up Blacker 4
View tabs that you've clo SmartScreen Filter >
@ RD Web Access Manage Add-ons
Compatibility View
Reopen Last Browsing Compatibiity View Setings 1
Subscribe to this Feed...
Feed Discovery 5
Windows Update
Developer Tools F12
Learn more about tabs a e S e
Lync add-on
Send to Onehlate
Internet Options

m ‘You can add and remove wehsites to be displayed in
m Compatibility View.

Add this website;
Add

Websites you've added to Compatibility View:

Indude updated website lists from Microsoft
Display intranet sites in Compatibility View
[ Display all websites in Compatibility View

Close

In the event that you are still unable to log into GO,
go to https://cag.state.gov and log in.
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Disabling Pop-Ups for Safari

1) Open the Safari

browser.

2) Press the Ctrl key
& comma (, ) to

open up the
preferences

menu in Safari.

fn \| ctrl J= cnd  3H cmd
3) Under the
security tab, Security -
make sure ha @ =wm|o L B
il i 4 g
Block pop-up General Appearance Bookmarks Tabs RSS  AutoFill 'Security' Privacy Extensions Advanced
windows is NOT
hecked Fraudulent sites: Warn when visiting a fraudulent website
checkea. Web content: [V Enable plug-ins
Enable Java
X :
Lotk pop-up vind)
Ask before sending a non-secure form to a secure website
@

L

4) Exit out of the menus and browser.
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Java and Citrix installations are complete!
Web browser configuration is complete!

You are ready to access GO!
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